First American Credit Union
"CU Banking" ON-LINE SERVICE AGREEMENT AND DISCLOSURE
EFFECTIVE [October, 2008]


PLEASE SEE "ELECTRONIC COMMUNICATIONS" BELOW REGARDING ELECTRONIC COMMUNICATIONS INVOLVING THE ON-LINE SERVICES AND THIS AGREEMENT.
PLEASE PRINT A COPY OF THIS ON-LINE SERVICES AGREEMENT AND DISCLOSURE FOR YOUR RECORDS.
GENERAL
The terms, conditions, and disclosures which appear in this agreement apply to First American Credit Union’s CU Banking home banking on-line services. In this agreement, the words "we", "us", "our", and "First American" refer to First American Credit Union.  The words "you" and "your" refer to each member who applies for the on-line services, and each account owner or other person authorized to deposit, withdraw, or exercise control over the funds in the First American accounts which may be accessed by way of these on-line services.
By submitting the authorization for CU Banking, or by accepting or using the PIN to make any CU Banking on-line transaction, (1) you represent that you are at least 18 years old; (2) you agree that your use of the on-line services will be governed by the terms, as applicable, of your First American Account Agreement(s), your First American Loan Agreement(s), and any additional terms, conditions, disclosures or instructions that we may provide to you from time to time regarding the on-line services; and  (3) you agree to the following terms and conditions governing your rights and responsibilities concerning on-line electronic fund transfer services.  Electronic Funds Transfers ("EFTs") are electronically initiated transactions through CU Banking on-line services involving your deposit accounts. 
ELIGIBLE ACCOUNTS
To access your accounts through CU Banking home banking on-line services, you must have at least one eligible deposit account with us. For purposes of this Agreement the term "Eligible Account" includes the types of accounts that are identified below.  
[The following are Eligible Accounts:
Demand Deposit (Checking) Accounts
Savings Accounts
Certificates of Deposit
IRA Accounts
Installment Loans]
Eligible Accounts are limited to consumer accounts.
ON-LINE SERVICES
At the present time, you may use the on-line service to:
· Transfer funds between your Savings and Checking accounts.
· Transfer funds from your Checking and Savings accounts to a Loan account.
· Review account balance, and transaction history for Checking, Savings, Certificates of Deposit, and IRA accounts.
· Review information on your loan account including payoff amounts, due dates, finance charges, interest rate, balance information, and past statements.
· Request a withdrawal from any Savings, or Checking by having a check mailed to you.
For more information about the on-line services, including applicable restrictions, see "Transfer Types and Restrictions" in the Electronic Fund Transfer Disclosure below.
ADDITIONAL ON-LINE SERVICES :
First American may introduce new on-line services or enhance the existing on-line services from time to time.  You will be notified when these new or enhanced on-line services are available.  The use of these on-line services when made available will constitute agreement with the terms, conditions and disclosures governed by this agreement.  
OVERDRAFTS
You agree that the use of the on-line services, your password and your personal identification number (PIN) shall be subject to the overdraft and overdraft protection provisions set forth in your Account Agreement(s).
TECHNICAL REQUIREMENTS  
1.  Computer Equipment And Software
You will need to have a personal computer, an Internet Service Provider and a browser such as Microsoft Internet Explorer 4.x or higher to access the on-line services.  You are responsible for any and all telephone access fees or Internet Service fees that may be assessed by your telephone company or Internet Service Provider.  First American does not make any warranties on equipment, hardware, or software with respect to your Internet Service Provider, either express or implied, including, without limitation, any warranties of merchantability or fitness for a particular purpose.  
2.  Security of PIN 
a. Initial Access.  After you have successfully completed and submitted the on-line application, a representative from First American will contact you to initiate your use of the services.  After your initial sign-on with your PIN, you will me prompted to create a new password to sign on with for future logins. You may change your password any time by selecting the appropriate function from the User Options menu within the on-line service.  Note: When you change your password you do not change your PIN.
b. Security.  The PIN and password that you select are for your security purposes.  The PIN and password are confidential and should not be disclosed to third parties.  You are responsible for safekeeping your PIN and password.  You agree not to disclose or otherwise make your PIN and password available to anyone not authorized by you to sign on your accounts.  If you authorize anyone to have or use your PIN and/or password, you understand that person may use the on-line service to review all of your account information and make account transactions.  Therefore, we are entitled to act on transaction instructions received using your PIN and password and you agree that the use of your PIN and password will have the same effect as your signature authorizing transactions. 
c. Authorization.  If you authorize anyone to use your PIN in any manner, that authority will be considered unlimited in amount and manner until you specifically revoke such authority by notifying First American and changing your PIN immediately.  You are responsible for any transactions made by such persons until you notify us that transactions and access by that person are no longer authorized and your PIN is changed.  If you fail to maintain or change the security of these PINs and First American suffers a loss, we may terminate your electronic funds transfer and account services immediately.
HOURS OF OPERATION
You can access the online services through CU Banking seven days a week, 24 hours a day. However, at certain times, some or all of the services may not be available due to system maintenance. We will attempt to provide prior notice of such interruptions and changes but cannot guarantee that such notice will be provided.
TERMINATION OF ON-LINE SERVICES
You agree that First American may terminate this agreement and your use of the on-line services if you or any authorized user of your account or PIN fail to comply with the terms and conditions set forth in this agreement, or in any other agreement you have with First American, or if First American has reason to believe that there has been or may be any unauthorized use of your account and/or PIN, or if you conduct or attempt to conduct any fraudulent, illegal or unlawful transaction, or if we reasonably believe that your account poses an undue risk of illegality or unlawfulness.  You or any other party to your account can terminate this agreement and the on-line services provided by notifying First American in writing.  Termination will be effective on the first business day following receipt of the written notice.  However, termination of this agreement will not affect the rights and obligations of the parties to this agreement for transactions initiated prior to termination.  Notwithstanding your termination of this agreement, you will remain responsible for any transactions initiated by any person to whom you have furnished your PIN.  
AMENDMENTS TO THIS AGREEMENT
First American reserves the right to amend this agreement and to change the terms and conditions governing our CU Banking on-line services at any time subject to thirty (30) days’ prior notice.  The use of on-line services following receipt of any such notice will constitute your acceptance of any such change.  The use of CU Banking on-line services is subject to existing regulations governing your accounts and any future changes or additions to those regulations.  
INDEMNIFICATION, OFFSET AND GOVERNING LAW
You agree to be liable to First American for any liability, loss or expenses which First American may incur as a direct result of any dispute involving your accounts or the on-line services, including attorneys’ fees and costs incurred before and after judgment. You authorize First American to deduct any such liability, loss or expense from your account without prior notice to you.  This agreement shall be governed by and construed in accordance with the laws of the State of Wisconsin. You agree that if there is any inconsistency between the terms of this agreement and any applicable law, regulation or rule, the terms of this agreement will prevail to the extent that any such law, regulation, or rule bay be modified by agreement between both parties.  Should any one or more provisions of this Agreement be determined illegal or unenforceable for any reason, then such provision may be modified by the proper court, if possible, to the extent necessary to make the provision enforceable and such modification shall not affect any other provision of this Agreement.
See additional information about member liability in the "Electronic Fund Transfer Disclosure" below.
ELECTRONIC COMMUNICATION 


By your consent below, you agree that this Agreement and any notice or other type of communication that is provided to you in connection with the on-line service, including notices, amendments, statements and account information, may be sent to you electronically by [e-mail]. You may obtain a free copy of this Agreement, any amendments to it, and other communications about First American’s on-line services by calling us at 1-800-776-7159 / 608-364-3700 or writing to us at First American Credit Union, 1982 Cranston Road, Beloit WI 53511.
You may withdraw your consent to such electronic communications by writing to us at the same address, and advising us that you wish to have future notices and statements sent to you in paper form. 
You agree to provide us with your current e-mail address for notices. If your e-mail address changes, you must send us a notice of the new address by writing to us or sending us an e-mail at http://www.firstamericancu.org/.
ACCOUNT PRIVACY AND DISCLOSURE NOTICE 


First American’s Privacy Statement (located at http://www.firstamericancu.org/) explains how we use and share information about you as we provide financial products and services.  Because of the unique nature of Internet interactions, there is some additional information you should know when you visit CU Banking.  This notice describes Internet-specific policy and supplements the First American Credit Union Privacy Statement.  
INFORMATION COLLECTION AND USE
The information First American learns from you as you use the CU Banking site helps us personalize your online experience and continually improve your overall experience with First American.  There are several types of information gather.  
· INFORMATION YOU GIVE US:  We use the information you enter into CU Banking to help us when we respond to your requests, when we’re improving our site, and when we customize our features/advertisements to meet your needs.
· EMAIL ADDRESSES:  If you supply us with your email address, we may inform you of other products & service enhancements that may be of interest to you.  You will have the opportunity to "opt-out" of receiving these solicitation messages.  
· INFORMATION WE COLLECT AUTOMATICALLY:  There are some types of information we collect whenever you interact with CU Banking including: 

1. Cookies:  Cookies help us to recognize you and serve you when you visit our site.  Most browsers can be configured to inform you when cookies are being sent or to prevent cookies from being sent.  Please note, that by not accepting cookies you may limit the functionality we can provide when you visit our site. 

2. IP Addresses:  When you enter CU Banking, you pass through a "firewall" used for security.  As you pass through, we identify the Internet Protocol (IP) address associated with the device you are using such as a personal computer or handheld device.  We store IP addresses in case we need to track a connection for security reasons. 

3. Email:  When you send First American an email we use your address, message, and our response for quality assurance.  We may also use this to meet legal and/or regulatory requirements. 

WORKING WITH THIRD PARTIES
First American partners with several other companies to ensure we’re providing the value and service you expect from CU Banking.  
Occasionally, you will notice on the CU Banking site services that are "provided by" content providers or technology service partners.  First American contracts with these providers to serve you better.  First American is highly selective in choosing these companies and they are only allowed access to your information for the purposes of providing the services we’ve contracted for such as check ordering through Clarke American, Credit Life & Disability Insurance through Minnesota Mutual, etc.
First American will maintain the confidentiality and privacy of your electronic fund transaction information.  First American will only disclose information to third parties in the following limited circumstances:
1. As necessary to complete requested transfers, or 

2. To verify the existence and condition of your account for a third party, such as a credit bureau, or 

3. In order to comply with Government agency or court orders, or 

4. If you supply written permission 

CHILDRENS PRIVACY 
First American respects the privacy of your children and complies with the practices established under the Children’s Online Privacy Protection Act.  First American does NOT knowingly collect or retain personally identifiable information from consumers under the age of 13.
SECURITY
First American has implemented standards of technology and operational security on the Internet to protect your personally identifiable information from loss, misuse, alteration or destruction.  Only authorized internal personnel are provided access to such information.  
ELECTRONIC FUND TRANSFER DISCLOSURE 


The following disclosures provide important information concerning your rights and responsibilities when you make transfers to and from your accounts using on-line services. For additional information regarding the confidentiality of your information, see the "Account Privacy and Disclosure Notice" above.
MEMBER LIABILITY
If you believe your PIN or password have been lost, stolen, or compromised, or that someone has transferred or may transfer money from your account without your permission, call* or write to us at: 
FIRST AMERICAN CREDIT UNION
1982 CRANSTON ROAD
BELOIT  WI  53511
1-800-776-7159 / 608-364-3700
http://www.firstamericancu.org/
Telephoning is the best way of limiting your possible losses. You could lose all the money in your account [(plus your maximum overdraft line of credit)]. If you contact the First American within two (2) business days after you learn of the loss, your maximum liability is $50.00 for unauthorized use of your CU Banking services.  If you fail to notify the First American within two (2) business days, and First American can prove further losses could have been prevented had you informed us, your maximum liability will be $500.00.
In addition, if your statement shows transfers that you did not make, tell us at once. If you do not tell us within 60 days after the statement was mailed to you, you may not get back any money you lost after the 60 days if we can prove that we could have stopped someone from taking the money if you had told us in time. 
If a good reason (such as a long trip or a hospital stay) kept you from telling us,  we will extend the time periods.
First American LIABILITY
If First American does not complete a transfer to or from your account on time or in the correct amount according to our agreement with you, First American will be liable for losses or damages unless one of the following exceptions apply:
· If, through no fault of ours, you do not have adequate funds in your account to complete a transaction, your account is closed, or the transaction amount would exceed your credit limit on a line of credit, if applicable. 

· If you used the wrong PIN or have not properly followed any applicable computer, Internet access, or user instructions for making transfers. 

· If your computer fails or malfunctions or the CU Banking service was not properly working and such problem should have been apparent when you attempted such transaction. 

· If circumstances beyond our control (such as fire, flood, telecommunication outages, organized labor strikes, equipment or power failure) prevent making the transaction. 

· If the funds in your account are subject to an administrative hold, legal process or other claim. 

· If you have not given us complete, correct and current instructions so that we can process a transfer. 

· If the error was caused by a system beyond our control, such as that of your Internet service provider. 

· If there are other exceptions that we may establish from time to time, as provided in written notice to you. 

First American is not responsible for any loss, damage or injury caused by your equipment or software,  or by any technical or editorial errors contained in or omissions from any user guide related to the on-line services.  First American will not be responsible for any direct, indirect, or special or consequential damages arising in any way out of the installation, use or maintenance of your equipment, software, or the on-line services, except where the law requires a different standard. 
TRANSFER TYPES AND LIMITATIONS 
1.Account Access Services.
  The following transactions are available through the services:
1. Account balance inquiries and transaction history.  The account balance and transaction history information may be limited to recent account information involving your accounts.  Also, the availability of funds for transfer or withdrawal may be limited due to the processing time for any ATM deposit transactions and our Funds Availability Policy.
2. Communicate with First American via email.  You may use the e-mail to send messages to us.  E-mail may not, however, be used to initiate a transfer on your account or a stop payment request. First American may not immediately receive e-mail communications that you send and we will not take action based on e-mail requests until we actually receive your message and have a reasonable opportunity to act.  If you need to contact First American immediately regarding an unauthorized transaction or stop payment request, please follow the procedures described below for "Error Resolution" or "Stop Payments", as applicable.
3. Transfer funds between accounts with the same member number including loan payments.  Except for the restrictions imposed on transfers involving savings or money market accounts discussed in paragraph 2 below, you may transfer funds between your accounts as often as you like. 
4. Conduct other transactions permitted by First American.  
2. Transaction Limitations. 
a. You may transfer or withdraw up to the available balance in your account or up to the available credit limit on a line of credit at the time of the transfer, except as limited under this Agreement or your deposit or loan agreements.  First American reserves the right to refuse any transaction that would draw upon insufficient or unavailable funds, lower an account below a required balance, or otherwise require us to increase our required reserve on the account. All checks are payable to you as a primary member and will be mailed to your postal address of record.  First American may set other limits on the amount of any transaction and you will be notified of those limits.
b. Federal Reserve Board Regulation D restricts the number of preauthorized and telephone transfers (including any transfers by way of data transmission) from your non-transactional accounts (regular savings, money market) to no more than six (6) per month.  Transfers made through the use of on-line services are included when computing the permissible number of monthly transfers. Transfers from other accounts or transfers from any account to your loan accounts with First American do not count against this limitation.  If you exceed the number of transfers permitted, your account will be subject to closure.  
STOP PAYMENTS
You may stop payment of preauthorized money you owe to others and preauthorized transfers from your account via the online service. 
LIABILITY FOR FAILURE TO STOP PAYMENTS
First American will not be liable for your losses and damages if your stop payment fails via the online service.
FEES
The CU Banking access fee is FREE to members.  Charges are subject to change at any time.  You will be notified of all fee changes as required by law.
BUSINESS DAYS
First American business days are Monday through Saturday except for declared Federal Holidays.
TRANSACTION DOCUMENTATION
All transactions made using CU Banking will be listed on your monthly account statement. 
ERROR RESOLUTION
In case of errors or questions about your electronic transfers, telephone us at 1-800-776-7159 / 608-364-3700, or write to us at First American Credit Union, 1982 Cranston Road, Beloit WI 53511, [or e-mail us at   http://www.firstamericancu.org/]
as soon as you can if you think that your statement is wrong or if you need more information about a transaction listed on the statement.  We must hear from you no later than 60 days after we sent you the FIRST statement in which the problem or error appeared.  
You must include the following information with your notice:
1. Name and account number .
2. Describe the error or the transfer you are unsure about, and explain as clearly as you can why you believe it is an error or why you need more information.
3. Tell us the dollar amount of the suspected error. 
If you tell us this information orally, you must send us your complaint or question in writing within 10 business days.  We will determine whether an error occurred within 10 business days after we hear from you and will correct any error promptly.  If we need more time, however, we may take up to 45 days to investigate your complaint or question.  If we decide to do this, we will credit your account within 10 business days for the amount you think is in error, so that you will have the use of the money during the time it takes us to complete our investigation.  If we ask you to put your complaint or question in writing and we do not receive it within 10 business days, we may not credit your account.  
For errors involving new accounts, point-of-sale, or foreign-initiated transactions, we may take up to 90 days to investigate your complaint or question.  For new accounts, we may take up to 20 business days to credit your account for the amount you think is in error.
We will tell you the results within 3 business days after completing our investigation.  If we decide that there was no error, we will send you a written explanation.  You may ask for copies of the documents that we used in our investigation.
CHANGE IN TERMS
Notification of any change in terms will be provided to you in writing to your last known email address, or if you elect to receive notices by mail, to your last known address.  First American reserves the right to change the terms & conditions upon which CU Banking services are offered.  You will receive notice at least thirty (30) days before the effective date of any change.  Use of CU Banking services are subject to existing regulations governing First American and any future changes to those regulations.  
First American need not give any prior notice if an immediate change in terms or conditions is necessary to maintain or restore the security of an account or an EFT system.  
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